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On April 18, 1983 a new weapon appeared in the terrorist’s arsenal that would change securing critical 

buildings and facilities forever.  A suicide bomber driving a Vehicle Borne Improvised Explosive Device 

(VBIED) detonated a 2,000lb bomb targeting the US Embassy Beirut, Lebanon, killing 63 and wounding 

hundreds. A few months later a 12,000lb VBIED was used against the Marine Barracks killing 242 and 

forced the US to leave Lebanon. From this point on the VBIED became the trademark tool of terrorists 

worldwide, the poor man’s weapon of mass destruction.  

Countering the VBIED has become one of the most difficult missions for the security elements charged 

with protecting our critical facilities worldwide. Millions have been spent hardening facilities and adding 

vehicle barrier systems that provide an engineered “minimum safe standoff distance” from design basis 

threat vehicles.  

ShadowTech Labs has developed an unconventional approach to solving the VBIED problem. Our 

solution starts with providing high profile target facilities with a Terrestrial Black Box™ (TBB). The TBB 

cannot stop a VBIED attack, but it is designed to provide investigators with forensic data, immediately 

after an attack, to allow for the rapid capture and neutralization of the building/planning/financing cell 

responsible for the attack. Capturing or killing the critical elements of a VBIED making cell will 

significantly diminish terrorist’s capabilities reducing future threats to our facilities. 

Studies of past VBIED attacks have provided us with a tremendous amount of data. An analysis of this 

data shows: 

1. VBIEDs require a knowledgeable builder to construct the bomb  

2. A financier to provide money for materials, safe houses, money for surviving family, etc.  

3. A planning cell responsible for surveillance, planning and recruiting the driver  

4. The VBIED upon detonation destroys most forensic evidence. This includes most of the targeted 

facility’s security data (video, radio, access control and sensor feeds). What evidence survives 

may take days, weeks or even months to find and analyze. Providing the cell members to 

disappear or go to ground. 

Taking these players “off the field” rapidly will significantly degrade the terrorist’s ability to launch 

future attacks. One of the keys to “taking the players off the field” is the rapid acquisition of forensic 

data. For this reason ShadowTech Labs has developed the Terrestrial Black Box™. 

The TBB operates in a manner similar to an aircraft black box in that it gathers and stores data that is 

relevant to teams investigating a crash of an aviation asset.  Finding the black box may take days, weeks 

or even month depending on the crash site and duration of batteries powering the box. The TBB is a 

data gathering, storage, and transport system designed not only to store data deemed critical to the end 

user, but to transmit that data immediately upon detection of a catastrophic event.  Typically the data 
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to be stored includes video from designated cameras, alarm sensors, access control data, security radio 

transmissions, entries logged into the security computer, to name a few. Unlike an aircraft black box the 

TBB, upon detecting a catastrophic event will then transmit the data to a predesignated location. There 

are two modes for transmission: 

• Auto-mode looks for a transmission pathway that has survived the event and will automatically 

begin transmission of the recorded data upon finding that pathway. This can be via hardwire, 

satellite communication devices), RF transmission, etc.  

• Covert Mode: Depending on the location and nature of the facility being monitored the TBB 

offers a covert transmission option. This covert transmitter will send out a “ping” announcing to 

preauthorized sites that an event has occurred and that it is ready to transmit data. To retrieve 

the data the authorized user must have the TBB’s “technical gadget” or TG. The TG is the only 

device that can accept and request transmission of the stored data. To retrieve the data the TG 

must move within range of the TBB’s transmitter. Depending on soil conditions, debris field, 

building construction materials, etc. this may range from 100-500 meters. The covert TBB option 

was designed after the Benghazi incident. 

An example of a Terrestrial Black Box™ transmission after a catastrophic event: 

• Pre-event video from all exterior cameras 

o Camera #1 shows the VBIED as it approached the detonation site. Info provided 

includes: Vehicle type, make and model. 

o Camera #2 Shows VBIED before the attack and one passenger exiting the vehicle and 

entering a 2nd vehicle. Info provided includes: Vehicle type, make and model 

o Additional cameras show no significant information. 

• License plate reader located at the entry control gate provides the license plate number of the 

VBIED. 

• A Boomerang shot detection system detects shots fired from 11 o’clock position, distance 125 

meters. A quick reference determines shots were fired from the XYZ Building. This indicates a 

coordinated attack with multiple adversaries. 

• Radio transmission playback confirms sniper shots, and the approach of the VBIED. Radio also 

indicated that there was a driver and a passenger in the VBIED. 

• Access control system data shows a large number of people left the building 5-10 minutes prior 

to the attack. Names of all people leaving the target building, prior to the attack are listed.  

There are numerous scenarios where a Terrestrial Black Box™ can prove invaluable to response planning 

and incident resolution. ShadowTech Labs is ready to discuss your specific requirements and custom 

design a system solution to resolve your specific problems.   

 


